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Abstract – This document provides a analysis of the Target Company 

ransomware group, also known as Smallpox, which has been rapidly 

evolving since its first identification in June 2021.  

The analysis delves into various aspects of the group's operations, 

including its distinctive practice of appending targeted 

organizations' names to encrypted files, the evolution of its 

encryption algorithms, and its tactics for establishing persistence and 

evading defenses.  

The insights gained from this analysis are crucial for informing 

defense strategies and enhancing preparedness against such 

evolving cyber threats. 

I. MALWARE AND EVASION TACTICS 

The TargetCompany ransomware group, aka Mallox, is 
known for its targeted ransomware attacks, primarily focusing 
on unsecured internet-facing Microsoft SQL servers. The 
ransomware encrypts victims' data and demands a ransom, 
typically in cryptocurrency, for the decryption key 

The group has added tools like the Remcos RAT, BatCloak, 
and Metasploit to their arsenal, showcasing advanced 
obfuscation methods to avoid detection. They use fully 
undetectable (FUD) obfuscator packers to scramble their 
ransomware, making it harder for security software to detect and 
block the malware. They collect sensitive data using tools like 
MIMIKATZ, and executing attacks with 
Trojan.BAT.TARGETCOMP*. They also employ defense 
evasion methods such as GMER, advanced Process 
Termination, and YDArk 

II. MITIGATION AND DECRYPTION 

Mallox ransomware appends a unique encrypted file 
extension to the names of the targeted organization's files. It has 
been observed to avoid encrypting certain folders and file types 

to keep the infected system operational. The ransomware drops 
a note in every directory on the victim's drive, providing 
instructions for payment 

Avast has released free decryptors for TargetCompany 
ransomware, which can decrypt files under certain 
circumstances. It is important to note that paying the ransom 
does not guarantee that the attackers will provide the decryption 
key, and it may encourage further criminal activity 

III. RANSOMWARE-AS-A-SERVICE (RAAS) 

Mallox operates under a RaaS model, leveraging 
underground forums to advertise its services. The group 
maintains a TOR-based leak site where it posts announcements 
about recently compromised data 

A. Mallox Spreading 

TargetCompany ransomware, also known as Mallox 
ransomware, spreads through various methods. The ransomware 
primarily targets companies rather than individual users. 

One of the initial access techniques used by TargetCompany 
is phishing, where it uses malicious Microsoft OneNote files to 
gain access to the victim's system. Another method is through 
brute-force attacks on Microsoft SQL (MS SQL) Servers. The 
ransomware group is known for exploiting inadequately secured 
MS-SQL servers, using dictionary attacks as an entry point to 
infiltrate victims' networks. 

Once inside the system, the ransomware employs a 
PowerShell command to fetch the ransomware payload from a 
remote server. The payload attempts to halt and eliminate SQL-
related services, erase volume shadow copies, clear system event 
logs, and end security-related processes. After these steps, it 
initiates the encryption process and subsequently leaves a 
ransom note in each directory. 

The ransomware also collects system information and 
transfers it to the command-and-control (C2) server. The stolen 
data is then held hostage, with threats of publication on leak sites 
to coax victims into paying the ransom. 

The ransomware encrypts the victim's files using the 
ChaCha20 encryption algorithm and generates the encryption 
key using ECDH, an example of elliptic curve cryptography, and 
AES-128. The encrypted files are appended with extensions that 
are the affected company's name. 

B. Symptoms of a TargetCompany Ransomware Attack 

The symptoms of a TargetCompany ransomware attack can 
vary depending on the specific variant of the ransomware and 
the tactics. However, some common symptoms include: 

• Inability to access files: The most immediate and 
noticeable symptom of a ransomware attack is the 
inability to open or access files stored on your computer. 
The files are encrypted by the ransomware, and their 
extensions are changed to the affected company's name, 
such as ".artiis", ".brg", ".mallox", ".architek", 
".tohnichi", ".herrco", and others 

• Increased CPU and disk activity: Increased disk or 
main processor activity may indicate that ransomware is 
working in the background 
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• Ransom note: After the encryption process, the 
ransomware leaves a ransom note titled "How to decrypt 
files.txt" or “RECOVERY FILES.txt” in each directory. 
This note typically contains instructions for how to pay 
the ransom in order to receive the decryption key 

• Network anomalies: The ransomware uses network 
scanning to collect network connection information, 
which can lead to unusual network activity 

• Termination of specific processes and services: The 
ransomware attempts to halt and eliminate SQL-related 
services, erase volume shadow copies, clear system 
event logs, and end security-related processes 

C. Methodology 

• Initial Access: The group often gains initial access to 
victim systems through phishing campaigns that involve 
malicious OneNote files. They also exploit weak SQL 
servers for initial stage deployment 

• Execution: The ransomware payload is executed using 
various methods. For instance, the group injects the 
ransomware executable into AppLaunch.exe. They also 
use command lines and PowerShell to download the 
ransomware payload from a remote server 

• Persistence: The group aims for persistence via diverse 
methods, including altering URLs or paths until the 
execution of the Remcos RAT (Remote Access Trojan) 
succeeds 

• Defense Evasion: The group uses Fully Undetectable 
(FUD) obfuscator packers to evade detection by security 
solutions. They also delete registry keys and shadow 
copies to damage recovery services 

• Privilege Escalation: The ransomware assigns the 
SeTakeOwnershipPrivilege and SeDebugPrivilege for 
its process to ease its own malicious work 

• Discovery: group uses network scanning for discovery 

• Collection: The group uses tools like MIMIKATZ for 
data collection 

• Command and Control (C&C): The group establishes 
a connection to a C&C server with a “/ap.php” endpoint 

• Encryption: The ransomware gets the mask of all 
logical drives in the system using the 
GetLogicalDrives() Win32 API. Each drive is checked 
for the drive type by GetDriveType(). If that drive is 
valid (fixed, removable, or network), the encryption of 
the drive proceeds 

• Impact: After encryption, the ransomware leaves a 
ransom note. The group uses the double extortion 
method, threatening to leak stolen data if the ransom is 
not paid 

D. Entry points & Delivery methods 

Ransomware attacks can infiltrate a system through various 
entry points: 

• Compromised Credentials: Attackers often gain 
access to a network by using stolen or compromised 
credentials. This can occur when employees fall victim 
to phishing attacks or when credentials are purchased on 
the dark web 

• Unmanaged Devices or Bring Your Own Device 
(BYOD): Unmanaged devices or personal devices used 
for work purposes can be an entry point for ransomware 
if they are not properly secured 

• Internet-facing Applications with Vulnerabilities: 
Vulnerabilities in applications that are exposed to the 
internet can be exploited by attackers to gain access to a 
network. This includes applications like SSL VPNs, 
Microsoft Exchange Servers, and Telerik UI-based web 
interfaces 

• Phishing: Phishing attacks often target end users, 
tricking them into revealing sensitive information or 
downloading malicious software. Employees play a 
vital role in defending against this threat, making it 
imperative for organizations to invest in educating their 
workforce on recognizing and avoiding phishing 
attempts 

• Infected Software Packages or Patches: 
Compromised patches or software packages can become 
entry points for ransomware criminals. This tactic 
capitalizes on the fact that users often quickly download 
and install updates to keep their systems secure, 
inadvertently allowing ransomware to infiltrate 

• Brute Force Attacks on External Gateways: 
Cybercriminals are increasingly using techniques like 
brute force attacks to gain access to systems. This 
involves systematically attempting all possible 
combinations of passwords until the correct one is found 

• Remote Desktop Protocol (RDP) and Credential 
Abuse: Attackers often exploit vulnerabilities in remote 
services like RDP or VPN servers. They may resort to 
phishing activities to get hold of the credentials or 
employ the credential dumps available on dark web 
forums 

• Email: Email is a common entry point for ransomware 
attacks. Attackers often attach malicious files to emails. 
When unsuspecting victims open these documents, 
macros will execute, running the ransomware payload 

The Mallox uses various entry points to infiltrate systems: 

• Remcos Backdoor: The group uses the Remcos 
backdoor as an initial access point. Remcos is a Remote 
Access Trojan (RAT) that allows attackers to control the 
infected system remotely 

• Unsecured Microsoft SQL Servers: The group targets 
unsecured Microsoft SQL Servers, using them as entry 
points into victims' ICT infrastructures 

• BatLoader: The group leverages BatLoader to execute 
ransomware payloads. BatLoader is a malicious 
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software that downloads and installs additional malware 
onto the infected system 

• Network Scan: The group uses network scanning as a 
discovery method to identify potential targets within the 
network 

• Trojan.BAT.TARGETCOMP: This is a malicious 
program used by the group for execution. It is designed 
to compromise the security of the infected system 

• GMER: The group uses GMER, a rootkit detector and 
remover, for defense evasion. This allows the group to 
hide their activities and maintain persistence on the 
infected system 

1) Entry points in industries 
Manufacturing 

• Industrial Control Systems (ICS) and Industrial 
Internet of Things (IIoT) Devices: Vulnerabilities in 
these systems are exploited to disrupt manufacturing 
operations 

• Supply Chain Attacks: Compromising the supply chain, 
including third-party vendors, can provide an entry point 
for ransomware 

Retail 

• Point of Sale (POS) Systems: Malware can infect these 
systems to steal credit/debit card information 

• Microsoft SQL Servers: Targeting unsecured MS-SQL 
servers used in retail operations 

Telecommunications 

• Remote Code Execution (RCE) Vulnerabilities: 
Exploiting vulnerabilities like CVE-2019-1069 and 
CVE-2020-0618 to execute arbitrary code 

• Microsoft SQL Servers: Leveraging the xp_cmdshell 
feature in Microsoft SQL for remote execution 

Business Services 

• Outdated and Unpatched Systems: Relying on 
outdated systems makes it easier for criminals to gain 
access 

• Functional IT Dependency: The inability to operate 
without IT incentivizes quick ransom payments 

Healthcare 

• Phishing and Social Engineering: Using deceptive 
emails to trick healthcare staff into installing ransomware 

• Compromised Credentials: Utilizing stolen credentials 
to access healthcare networks 

Finance 

• Server Access Attacks and Misconfigurations: 
Exploiting server vulnerabilities and configuration 
errors 

• Phishing and Credential Theft: Targeting high-value 
accounts like those of CEOs and CFOs 

Government 

• Phishing and Social Engineering: Using deceptive 
emails to trick government employees 

• Ransomware-as-a-Service (RaaS): Utilizing RaaS 
models to target government entities 

Education 

• Phishing and Social Engineering: Using deceptive 
emails to trick educational staff and students 

• Compromised Credentials: Utilizing stolen credentials 
to access educational networks 

Information Technology 

• Software Vulnerability Exploits: Exploiting known 
vulnerabilities in IT infrastructure 

• Account Takeover: Gaining access to IT systems 
through compromised accounts 

Transportation 

• Phishing and Social Engineering: Targeting 
employees with phishing emails to gain access to the 
network 

• Compromised Credentials: Utilizing stolen credentials 
to access transportation networks 

Utilities 

• Industrial Control Systems (ICS): Targeting 
vulnerabilities in ICS that are crucial for utility 
operations 

• Phishing and Social Engineering: Using deceptive 
emails to trick utility staff into installing ransomware 

IV. GEOGRAPHIC FOCUS AND INDUSTRY TARGETS 

Mallox, has targeted a range of company sizes, with a 
significant focus on small to medium-sized businesses. 37% of 
companies hit by ransomware had fewer than 100 employees, 
and 82% of ransomware attacks in 2021 were against companies 
with fewer than 1,000 employees. While the proportion of large 
organizations was higher in H1 2022, the proportion of small 
and midsize organizations was higher in H1 2023, indicating a 
trend toward more small and midsize business targets. However, 
ransomware groups, including TargetCompany, are targeting 
large enterprises at a rate of nearly 25%. The median target 
company size of a ransomware attack was 275 employees, up 
10% from the previous quarter 

The group has primarily targeted enterprises in the Asia-
Pacific region, followed by Europe and the Middle East (United 
States, India, Saudi Arabia, Canada, Germany, Australia, Brazil, 
Bulgaria, China, Vietnam). They have launched attacks on 
organizations in various sectors, including retail, wholesale, and 
legal services (Manufacturing, Retail, Telecommunications, 
Automobile, Business Services, Healthcare, Finance, 
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Government, Education, Information Technology, 
Transportation, Utilities). 

A. Manufacturing 

In the manufacturing industry, ransomware attacks often 
exploit vulnerabilities in Industrial Control Systems (ICS) and 
Industrial Internet of Things (IIoT) devices. These systems are 
integral to manufacturing operations, and their compromise can 
lead to significant disruption. 

These attacks extend beyond immediate financial losses, 
leading to significant breach response costs, possible exposure 
to third parties, diminution of market share, and damage to 
corporate reputation. In some cases, attackers may also demand 
a ransom in exchange for allowing the business to regain access 
to its computer systems. Moreover, ransomware attacks can lead 
to the loss of sensitive and personal information, which can have 
long-term implications for the affected companies and their 
customers 

Operational Disruption 

Ransomware attacks disrupt manufacturing operations 
significantly, often leading to substantial losses in production 
and disjointed operations. When ransomware disrupts 
production, operations can be halted for days or weeks, resulting 
in staggering financial losses. In some cases, ransomware 
attacks have led to production lines being brought to a standstill, 
meaning that customer orders cannot be fulfilled. 

Financial Impact 

The financial impact of ransomware attacks on the 
manufacturing sector is enormous. Between 2018 and 2023, 478 
manufacturing companies suffered a ransomware attack, leading 
to a loss of approximately $46.2 billion in downtime alone. The 
cost of downtime is significant, with day-to-day operations 
impacted and production lines sometimes brought to a standstill. 

Reputational Damage 

Ransomware attacks can also cause significant reputational 
damage. The fallout from a ransomware attack can be long-
lasting and can sometimes lead to a business never recovering 
from the reputational fallout. 

Data Breach and Privacy Concerns 

Data breaches are a common consequence of ransomware 
attacks. In 32% of attacks, attackers stole the data in addition to 
encrypting it. More than 7.5 million individual records were 
breached as a result of these attacks. 

Legal and Regulatory Consequences 

Legal and regulatory consequences can arise from 
ransomware attacks, particularly when they result in data 
breaches. Companies may face penalties for failing to 
adequately protect customer data, and they may also face 
lawsuits from customers or business partners affected by the 
breach. 

Long-Term Effects 

The long-term effects of ransomware attacks can include 
unplanned workforce reductions and even closure of the 

business altogether. In some cases, ransomware attacks have led 
to companies asking to be put in receivership, threatening jobs. 

Increased Frequency of Attacks 

In 2023, the manufacturing sector was the hardest hit, 
signaling significant vulnerabilities in this sector. The number of 
attacks against manufacturing plants also jumped about 107% 
compared with the previous year 

B. Retail 

In the retail industry, one of the common entry points for 
ransomware attacks is through Point of Sale (POS) systems. 
Attackers often use malware to infect these systems and steal 
credit/debit card information. Additionally, ransomware groups 
have been observed targeting and attacking Microsoft SQL (MS-
SQL) servers, which are often used in retail operations 

Ransomware attacks can cripple a retail business, leading to 
direct financial losses, operational halts, long-term reputational 
damage, and legal consequences. The retail sector's reliance on 
digital systems and the handling of sensitive customer data make 
it a lucrative target for cybercriminals.  

Operational Disruption 

• Sales Loss: A ransomware attack can lead to thousands 
of lost sales opportunities, especially during peak 
seasons like Black Friday or Christmas 

• Business Continuity: ransomware attacks can disrupt 
critical business operations, preventing or limiting 
access to systems and prevent goods selling  

• Downtime: Even a few hours of web shop downtime 
can have a huge financial impact, and customers may 
turn to other platforms to get their products 

Financial Impact 

• Revenue Loss: Retail organizations report significant 
loss of revenue following ransomware attacks 

• Ransom Payments: Retailers may feel compelled to 
pay ransoms, especially during high sales periods, and 
the proportion of retail organizations paying higher 
ransoms has increased 

• Recovery Costs: Victim retailers that pay ransoms end 
up with median recovery costs four times higher than 
those that don't 

Reputational Damage 

• Customer Trust: Ransomware attacks can shatter 
customer trust if personal information is compromised 

• Brand Damage: The perception of an "unsafe" business 
can be more damaging than the immediate financial loss, 
affecting the retailer's reputation 

• Public Perception: Successful attacks may be seen as 
an indication of weak security practices, leading 
customers to conduct business elsewhere 

Data Breach 

https://boosty.to/overkill_security
https://sponsr.ru/overkill_security
https://t.me/+R4HHcEavAo9kNjUx


Read more: Boosty | Sponsr | TG 

• Sensitive Information: Retailers process credit card 
data and personal information, which is at risk of being 
exposed as a result of a ransomware attack 

• Data Leakages: Ransomware attacks pose significant 
risks of data leakages, which can lead to loss of 
consumer confidence 

Employee Impact 

• Layoffs: Nearly half of Retailers experienced employee 
layoffs after falling victim to ransomware 

• Suspension of Business: A third of Retailers had to 
temporarily suspend or halt their business operations 

Supply Chain and Third-Party Risks 

• Supply Chain Attacks: Attackers can infect many 
organizations by targeting vendors, leading to supply 
chain disruptions 

• Third-Party Dependencies: Retailers rely on extended 
supply chains and third-party dependencies, which can 
introduce cybersecurity risks 

Legal and Regulatory Consequences 

Retailers may face legal consequences if customer data is 
compromised, including fines and penalties for non-compliance 
with data protection regulations. 

C. Telecommunications 

In the telecommunications industry, ransomware attacks 
often exploit remote code execution (RCE) vulnerabilities, such 
as CVE-2019-1069 and CVE-2020-0618, which allow attackers 
to execute arbitrary code. The attackers may also leverage 
remote execution via the xp_cmdshell feature in Microsoft SQL 

Ransomware attacks can cripple a telecom business, leading 
to direct financial losses, operational halts, long-term 
reputational damage, and legal consequences. 

Operational Disruption 

• Service Interruption: Ransomware attacks can disrupt 
telecommunications services, affecting both individual 
and business communications 

• Network Infiltration: The interconnected nature of 
telecom networks increases the risk of infiltration, 
potentially providing access to information across 
various connected systems 

Financial Impact 

• Revenue Loss: A ransomware attack can severely affect 
the operating capability of an organization, leading to a 
decline in revenue or a complete halt of operations while 
recovering 

• Ransom Payments and Recovery Costs: Companies 
may face significant costs related to ransom payments, 
recovery efforts, legal fees, and other related expenses 

Reputational Damage 

• Customer Trust: A successful attack can damage the 
reputation of a telecom company, leading customers to 
conduct business elsewhere due to perceived weak 
security practices 

• Brand Damage: The perception of an "unsafe" business 
can be more damaging than the immediate financial loss 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: Telecom companies house 
extensive customer data, and ransomware attacks can 
lead to breaches of sensitive data 

• Double Extortion: Attackers may threaten to release the 
organization’s sensitive data if the ransom is not paid, 
leading to double-extortion attacks 

Legal and Regulatory Consequences 

Companies may face legal consequences if customer data is 
compromised, including fines and penalties for non-compliance 
with data protection regulations 

Supply Chain and Third-Party Risks 

• Supply Chain Attacks: Attackers can infect many 
organizations by targeting vendors, leading to supply 
chain disruptions 

• Third-Party Dependencies: Telecom companies rely 
on extended supply chains and third-party dependencies, 
which can introduce cybersecurity risks 

Intellectual Property Theft 

The valuable intellectual property of telecom companies is 
at risk of being stolen or compromised, potentially harming 
competitive advantages and innovative efforts 

Long-Term Espionage 

Some attacks on telecom providers are conducted by highly 
sophisticated threat groups aiming for long-term espionage 

D. Automobile & Transportation 

Ransomware attacks can cripple an business, leading to 
direct financial losses, operational halts, long-term reputational 
damage, and legal consequences. These sectors’ reliance on 
digital systems and the handling of sensitive customer data make 
it a lucrative target for cybercriminals. It is essential for 
automotive companies to implement robust cybersecurity 
measures, maintain regular backups, and have an incident 
response plan to mitigate the risks associated with ransomware 
attacks 

Operational Disruption 

• Production Halts: Ransomware attacks can lead to the 
shutdown of manufacturing plants, causing delays in 
production and delivery 

• Supply Chain Vulnerability: The supply chain is 
complex and interconnected, making it vulnerable to 
attacks that can have cascading effects 

Financial Impact 
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• Ransom Payments: The automotive industry has seen 
some of the highest ransom payments, with industrial 
companies spending $6.9 million in 2019, which was 
62% of all ransomware payoffs 

• Revenue Loss: Attacks can severely affect the operating 
capability of organizations, leading to a decline in 
revenue or a complete halt of operations while 
recovering 

Reputational Damage 

• Customer Trust: Successful attacks can damage the 
reputation of automotive companies, leading customers 
to conduct business elsewhere due to perceived weak 
security practices 

• Brand Damage: The perception of an "unsafe" business 
can be more damaging than the immediate financial loss 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: Automotive companies 
house extensive customer data, and ransomware attacks 
can lead to breaches of sensitive data 

• Double Extortion: Attackers may threaten to release 
the organization’s sensitive data if the ransom is not 
paid, leading to double-extortion attacks 

Legal and Regulatory Consequences 

Companies may face legal consequences if customer data is 
compromised, including fines and penalties for non-compliance 
with data protection regulations 

Intellectual Property Theft 

The valuable intellectual property of companies is at risk of 
being stolen or compromised, potentially harming competitive 
advantages and innovative efforts 

Long-Term Espionage 

Some attacks on automotive providers are conducted by 
highly sophisticated threat groups aiming for long-term 
espionage 

E. Business Services 

Ransomware attacks can cripple a business in the services 
industry, leading to direct financial losses, operational halts, 
long-term reputational damage, and legal consequences.  

Operational Disruption 

• Downtime: Ransomware attacks can bring operations to 
a halt, causing significant downtime and disrupting 
business activities 

• Loss of Business: If critical files are encrypted, 
businesses may be unable to operate, leading to lost 
opportunities and revenue 

Financial Impact 

• Ransom Payments: Businesses may feel compelled to 
pay the ransom to quickly regain access to their data, 
especially if backups are not available or are also 
compromised 

• Recovery Costs: Beyond the ransom payment, 
businesses face substantial costs in remediation efforts, 
including IT services, legal fees, and potential 
regulatory fines 

• Revenue Loss: The inability to operate during and after 
an attack can lead to a significant decline in revenue 

Reputational Damage 

• Customer Trust: A ransomware attack can severely 
damage a company's reputation, leading customers to 
lose trust and potentially take their business elsewhere 

• Brand Damage: The perception of inadequate security 
measures can tarnish a brand's image, affecting long-
term business prospects 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: Business services firms often 
handle sensitive client data. A ransomware attack can 
lead to data breaches, exposing confidential information 

• Double Extortion: Attackers may not only encrypt data 
but also threaten to release it publicly if the ransom is 
not paid, compounding the impact 

Legal and Regulatory Consequences 

If customer data is compromised, businesses may face legal 
consequences and fines for non-compliance with data protection 
regulations 

Supply Chain and Third-Party Risks 

Ransomware attacks can extend beyond the directly affected 
business, impacting clients, partners, and suppliers 

Intellectual Property Theft 

For firms that rely on proprietary methods or data, 
ransomware attacks pose a risk of intellectual property theft 

Long-Term Espionage 

Some attacks may be part of long-term espionage efforts, 
aiming to gather strategic information over time 

F. Healthcare 

Ransomware attacks can cripple healthcare organizations, 
leading to direct financial losses, operational halts, long-term 
reputational damage, and legal consequences.  

Operational Disruption 

• Service Interruption: Ransomware attacks can disrupt 
healthcare operations by encrypting or rendering 
medical records and systems inaccessible, leading to 
delays in patient care and potentially causing patient 
deaths 

• Increased Patient Mortality: Research indicates that 
ransomware attacks increase in-hospital mortality for 
patients admitted during an attack, with a significant rise 
in the risk of dying 

Financial Impact 

• Revenue Loss and Remediation Costs: Healthcare 
organizations may face financial losses tied to revenue 
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loss, ransom payments, remediation costs, as well as 
brand damage and legal fees. The average cost of a 
healthcare ransomware attack was $4.82 million in 2021 

• Downtime-Related Losses: Ransomware attacks on 
healthcare have resulted in downtime-related losses of 
more than $77 billion for the U.S. economy 

Reputational Damage 

Successful ransomware attacks can severely damage the 
reputation of healthcare providers, leading to a loss of patient 
trust and potentially driving patients to seek care elsewhere 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: Healthcare organizations 
house extensive patient data. Ransomware attacks can 
lead to breaches of sensitive data, including personal 
health information (PHI), exposing millions of patients 
to privacy risks 

• Double Extortion: Attackers may threaten to release 
sensitive data if the ransom is not paid, compounding the 
impact of the attack 

Legal and Regulatory Consequences 

If patient data is compromised, healthcare organizations may 
face legal consequences and fines for non-compliance with data 
protection regulations 

Supply Chain and Third-Party Risks 

Ransomware attacks can extend beyond the directly affected 
healthcare provider, impacting clients, partners, and suppliers 

Intellectual Property Theft 

Ransomware attacks pose a risk of intellectual property theft, 
potentially harming competitive advantages and innovative 
efforts 

Long-Term Espionage 

Some attacks on healthcare providers are conducted by 
highly sophisticated threat groups aiming for long-term 
espionage 

G. Finance 

Ransomware attacks can cripple financial institutions, 
leading to direct financial losses, operational halts, long-term 
reputational damage, and legal consequences.  

Operational Disruption 

• Service Interruption: Ransomware attacks can disrupt 
financial operations by encrypting or rendering financial 
records and systems inaccessible, leading to delays in 
financial transactions and potentially causing significant 
operational disruptions 

• Network Infiltration: The interconnected nature of 
financial networks increases the risk of infiltration, 
potentially providing access to information across 
various connected systems 

Financial Impact 

• Revenue Loss and Remediation Costs: Financial 
organizations may face financial losses tied to revenue 
loss, ransom payments, remediation costs, as well as 
brand damage and legal fees. The average cost of a 
financial ransomware attack was $5.9 million per cyber 
incident in 2023 

• Downtime-Related Losses: Ransomware attacks on 
financial services have resulted in substantial financial 
losses, including the costs associated with the severity 
of the attack and the extent of the data exposure 

Reputational Damage 

• Loss of Trust: Successful ransomware attacks can 
severely damage the reputation of financial institutions, 
leading customers to lose trust and potentially take their 
business elsewhere 

• Brand Damage: The perception of inadequate security 
measures can tarnish a brand's image, affecting long-
term business prospects 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: Financial institutions house 
extensive customer data. Ransomware attacks can lead 
to breaches of sensitive data, exposing millions of 
customers to privacy risks 

• Double Extortion: Attackers may threaten to release 
sensitive data if the ransom is not paid, compounding the 
impact of the attack 

Legal and Regulatory Consequences 

If customer data is compromised, financial institutions may 
face legal consequences and fines for non-compliance with data 
protection regulations 

Supply Chain and Third-Party Risks 

Ransomware attacks can extend beyond the directly affected 
financial institution, impacting clients, partners, and suppliers 

Intellectual Property Theft 

Ransomware attacks pose a risk of intellectual property theft, 
potentially harming competitive advantages and innovative 
efforts 

Long-Term Espionage 

Some attacks on financial institutions are conducted by 
highly sophisticated threat groups aiming for long-term 
espionage 

H. Government 

Ransomware attacks on government entities can cripple vital 
operations, lead to significant financial losses, damage public 
trust, and have long-lasting effects on the community.  

Operational Disruption 

• Service Interruption: Ransomware can shut down 
digital assets such as payment platforms or citizen 
portals, grinding municipal operations to a halt 

• Emergency Services: Attacks that shut down 911 or 
311 dispatch systems could put lives at risk 
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• System Downtime: Government employees may be left 
without their systems, resorting to manual processes 

Financial Impact 

• Costs: Between 2018 and December 2023, ransomware 
attacks on US government organizations cost an 
estimated $860.3 million 

• Ransom Payments: Governments may be forced to pay 
ransoms or face the costly decision to rebuild systems 

Reputational Damage 

• Public Trust: A ransomware attack can damage the 
reputation of government entities, potentially resulting 
in the loss of public confidence 

• Perception of Security: Successful attacks may be seen 
as an indication of weak security practices, leading the 
public to question the government's ability to protect 
sensitive information 

Data Breach and Privacy Concerns 

• Sensitive Information: Governments risk losing 
control of classified, confidential, and personal 
information, such as social security numbers or credit 
card information 

• Data Loss: Ransomware can render data and systems 
unusable, leading to potential data loss if backups are 
not available or are compromised 

Legal and Regulatory Consequences 

Governments may face legal consequences and fines for 
non-compliance with data protection regulations if citizen data 
is compromised 

Long-Term Effects 

• Learning and Monetary Loss: Ransomware attacks on 
schools, for example, can cause learning loss as well as 
monetary loss 

• Psychosocial Impact: There may be significant short- 
and long-term social and psychological effects on 
individuals affected by the attacks 

Increased Frequency of Attacks 

There has been a significant increase in ransomware attacks 
on government organizations, with a 313% rise in endpoint 
security services incidents reported 

I. Education 

Ransomware attacks can cripple educational institutions, 
leading to direct financial losses, operational halts, long-term 
reputational damage, and legal consequences. The education 
sector's reliance on digital systems and the handling of sensitive 
student and staff data make it a lucrative target for 
cybercriminals.  

Operational Disruption 

• Service Interruption: Ransomware can shut down 
digital assets such as payment platforms or citizen 
portals, grinding municipal operations to a halt 

• Emergency Services: Attacks that shut down 911 or 
311 dispatch systems could put lives at risk 

• System Downtime: Government employees may be left 
without their systems, resorting to manual processes 

Financial Impact 

• Costs: Between 2018 and December 2023, ransomware 
attacks on US government organizations cost an 
estimated $860.3M; The average cost of an educational 
ransomware attack was $2.73M per cyber incident. 

• Ransom Payments: Governments may be forced to pay 
ransoms or face the costly decision to rebuild systems 

Reputational Damage 

• Public Trust: A ransomware attack can damage the 
reputation of government entities, potentially resulting 
in the loss of public confidence 

• Perception of Security: Successful attacks may be seen 
as an indication of weak security practices, leading the 
public to question the government's ability to protect 
sensitive information 

Data Breach and Privacy Concerns 

• Sensitive Information: Governments risk losing 
control of classified, confidential, and personal 
information, such as social security numbers or credit 
card information 

• Data Loss: Ransomware can render data and systems 
unusable, leading to potential data loss if backups are 
not available or are compromised 

Legal and Regulatory Consequences 

Governments may face legal consequences and fines for 
non-compliance with data protection regulations if citizen data 
is compromised 

Long-Term Effects 

• Learning and Monetary Loss: Ransomware attacks on 
schools, can cause learning loss as well as monetary loss 

• Psychosocial Impact: There may be significant short- 
and long-term social and psychological effects on 
individuals affected by the attacks 

Increased Frequency of Attacks 

There has been a significant increase in ransomware attacks 
on government organizations, with a 313% rise in endpoint 
security services incidents reported 

J. Information Technology 

Ransomware attacks can cripple IT businesses, leading to 
direct financial losses, operational halts, long-term reputational 
damage, and legal consequences.  

Operational Disruption 

• Service Interruption: Ransomware can disrupt IT 
operations by encrypting or rendering systems and data 
inaccessible, leading to delays in services and 
potentially causing significant operational disruptions 
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• Network Infiltration: The interconnected nature of IT 
networks increases the risk of infiltration, potentially 
providing access to information across various 
connected systems 

Financial Impact 

• Revenue Loss: Organizations may experience a decline 
in revenue or a complete halt of operations while 
recovering from a ransomware attack, even if they have 
functional backups 

• Ransom Payments and Recovery Costs: Companies 
may face significant costs related to ransom payments, 
system recovery, legal fees, and other related expenses 

Reputational Damage 

• Customer Trust: A successful attack can damage the 
reputation of IT companies, leading customers to 
conduct business elsewhere due to perceived weak 
security practices 

• Brand Damage: The perception of an "unsafe" business 
can be more damaging than the immediate financial 
loss, affecting the company's reputation 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: IT companies house 
extensive customer and operational data. Ransomware 
attacks can lead to breaches of sensitive data, exposing 
customers to privacy risks 

• Double Extortion: Attackers may threaten to release 
sensitive data if the ransom is not paid, leading to 
double-extortion attacks 

Legal and Regulatory Consequences 

If customer data is compromised, IT companies may face 
legal consequences and fines for non-compliance with data 
protection regulations 

Supply Chain and Third-Party Risks 

Ransomware attacks can extend beyond the directly affected 
IT company, impacting clients, partners, and suppliers 

Intellectual Property Theft 

Ransomware attacks pose a risk of intellectual property theft, 
potentially harming competitive advantages and innovative 
efforts 

Long-Term Espionage 

Some attacks on IT companies are conducted by highly 
sophisticated threat groups aiming for long-term espionage 

K. Utilities 

Ransomware attacks can cripple utilities businesses, leading 
to direct financial losses, operational halts, long-term 
reputational damage, and legal consequences.  

Operational Disruption 

• Service Interruption: Ransomware attacks can disrupt 
utilities operations by encrypting or rendering systems 

and data inaccessible, leading to delays in services and 
potentially causing significant operational disruptions 

• Network Infiltration: The interconnected nature of 
utilities networks increases the risk of infiltration, 
potentially providing access to information across 
various connected systems 

Financial Impact 

• Revenue Loss: Organizations may experience a decline 
in revenue or a complete halt of operations while 
recovering from a ransomware attack, even if they have 
functional backups 

• Ransom Payments and Recovery Costs: Companies 
may face significant costs related to ransom payments, 
system recovery, legal fees, and other related expenses 

Reputational Damage 

• Customer Trust: A successful attack can damage the 
reputation of utilities companies, leading customers to 
conduct business elsewhere due to perceived weak 
security practices 

• Brand Damage: The perception of an "unsafe" business 
can be more damaging than the immediate financial 
loss, affecting the company's reputation 

Data Breach and Privacy Concerns 

• Sensitive Data Exposure: Utilities companies house 
extensive customer and operational data. Ransomware 
attacks can lead to breaches of sensitive data, exposing 
customers to privacy risks 

• Double Extortion: Attackers may threaten to release 
sensitive data if the ransom is not paid, leading to 
double-extortion attacks 

Legal and Regulatory Consequences 

If customer data is compromised, utilities companies may 
face legal consequences and fines for non-compliance with data 
protection regulations 

Supply Chain and Third-Party Risks 

Ransomware attacks can extend beyond the directly affected 
utilities company, impacting clients, partners, and suppliers 

Intellectual Property Theft 

Ransomware attacks pose a risk of intellectual property theft, 
potentially harming competitive advantages and innovative 
efforts 

Long-Term Espionage 

Some attacks on utilities companies are conducted by highly 
sophisticated threat groups aiming for long-term espionage 
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