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Abstract – This document provides an in-depth analysis of 

US11496512B2, a patent that outlines innovative techniques for 

detecting phishing websites. The analysis covers various aspects of 

the patent, including its technical foundation, implementation 

strategies, and potential impact on cybersecurity practices. By 

dissecting the methodology, this document aims to offer a 

comprehensive understanding of its contributions to enhancing 

online security.  

This analysis provides a qualitative unpacking of US11496512B2, 

offering insights into its innovative approach to phishing detection.  

The document not only elucidates the technical underpinnings of the 

patent but also explores its practical applications, security benefits, 

and potential challenges. This examination is important for 

cybersecurity professionals, IT specialists, and stakeholders in 

various industries seeking to understand and implement advanced 

phishing detection techniques. 

I. INTRODUCTION 

US20220232015A1 is a patent titled "Detecting Realtime 
Phishing from a Phished Client or at a Security Server," issued 
on November 8, 2022. The inventors listed are Jeremy Boyd 
Richards and Brian James Buck, with the assignee being 
Lookout, Inc., based in San Francisco, CA. The patent describes 
a method involving receiving a request for a webpage from a 
client device at a server, generating and inserting an encoded 
tracking value into the webpage.  

II. MAIN IDEA 

The proposed solution is focused on improving security 
protocols to protect against phishing, which is a significant 
threat in the cybersecurity landscape. The use of an tracking 
value as described in the patent is a technical measure to track 
and verify web interactions to prevent unauthorized access or 
data breaches.  

The key points are as follows: 

Purpose: a method for detecting real-time phishing attacks, 
which can be applied when a client device has been phished or 
at a security server level. 

Methodology: the method includes receiving a webpage 
request from a client device at a server, generating an encoded 
tracking value (ETV), and inserting this ETV into the webpage.  

Application: the proposed solution is part of a broader 
system aimed at enhancing cybersecurity measures, specifically 
targeting the detection of phishing attempts in real-time. 

Components of the process of functioning of the proposed 
solution as they occur: 

Receiving a Request: A server receives a request for a 
webpage from a client device. 

Generating and Inserting an Encoded Tracking Value 
(ETV): The server generates an ETV and inserts it into the 
webpage. 

Additional Insertions: The server may perform additional 
insertions or modifications to the webpage as part of its 
operation. 

III. PROPOSED SOLUTION 

The proposed solution introduces a sophisticated method 
aimed at enhancing cybersecurity by detecting real-time 
phishing attempts. Below is a detailed exploration of the 
proposed method, focusing on its three main components: 
Receiving a Request, Generating and Inserting an Encoded 
Tracking Value (ETV), and Additional Insertions. 

A. Receiving a Request 

The initial step involves a server receiving a request for a 
webpage from a client device. This step is crucial as it 
establishes communication between the client and the server, 
setting the stage for the subsequent security measures to be 
applied. The request reception is the trigger point for the server 
to initiate the process of securing the webpage and monitoring 
for phishing activities. 

In the context of cybersecurity, the initial request reception 
is a critical juncture. It is the moment when a server can establish 
the legitimacy of the interaction and apply appropriate security 
protocols. By starting the process with the reception of a request, 
the method ensures that every interaction is considered from a 
security perspective right from the outset. 

This step is foundational to the entire method and involves a 
server receiving a request for a webpage from a client device.  

1) Receiving a Request 
Initiation of Communication: The process starts when a 

first computing device, which could be a user's mobile device or 
any other client device, initiates a request to access a service. 
This request is directed towards a server that hosts or controls 
the service or webpage in question. 

Trigger for Security Measures: Upon receiving the 
request, the server is prompted to take action. This is the point 
at which security measures are considered and potentially 
applied. The server's response to this request is not just about 
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serving the requested webpage but also about ensuring the 
security of the transaction. 

Identification of the Client Device: The server identifies 
the requesting client device. This identification is crucial for 
tailoring the security response to the context of the request. For 
instance, if the client device is known to be secure or has a 
history of interactions with the server, the security measures 
might differ compared to an unknown or suspicious device. 

Potential for Real-Time Phishing Detection: The request 
reception is not only about delivering content but also about 
monitoring for signs of phishing. The server may analyze the 
request for anomalies or indicators of compromise that suggest 
a phishing attempt is underway. 

Foundation for Encoded Tracking Value (ETV): The 
reception of the request sets the stage for the next steps in the 
method, particularly the generation and insertion of an Encoded 
Tracking Value (ETV). The ETV is a critical component that 
will be embedded in the webpage in response to the request, 
providing a means to track the webpage and verify its integrity. 

B. Generating and Inserting an Encoded Tracking Value 

(ETV) 

After receiving the webpage request, the server generates an 
Encoded Tracking Value (ETV) and inserts it into the webpage. 
The ETV is a unique identifier or marker that serves multiple 
purposes: tracking, security and verification. 

This step represents a sophisticated approach to enhancing 
cybersecurity. By leveraging unique, secure identifiers 
embedded directly into webpages, this method provides a robust 
mechanism for real-time phishing detection, integrity 
verification, and overall enhancement of digital security 
protocols 

This component is a critical step in the proposed method for 
enhancing cybersecurity, specifically in the context of real-time 
phishing detection. This step follows the initial reception of a 
webpage request from a client device and is pivotal in 
establishing a mechanism for tracking, security, and verification. 

1) Generating an Encoded Tracking Value (ETV) 
Creation of the ETV: The server generates an Encoded 

Tracking Value (ETV) upon receiving a request for a webpage. 
The ETV is a unique identifier or code that is specifically crafted 
for the session or interaction. The generation of this value is a 
sophisticated process that ensures the ETV is secure and difficult 
to predict or replicate by malicious actors. 

Security and Uniqueness: The ETV's design incorporates 
elements that enhance security, such as encryption or hashing, 
making it a robust tool against tampering and forgery. The 
uniqueness of each ETV is crucial for tracking individual 
webpage requests and responses, ensuring that each interaction 
can be independently verified. 

2) Inserting the ETV into the Webpage 
Embedding Process: Once generated, the ETV is inserted 

into the webpage that is to be served to the requesting client 
device. This insertion can be done in various ways, such as 
embedding the ETV within the webpage's code, inserting it as a 
hidden field, or incorporating it into the webpage's metadata. 

Purpose of Insertion: The primary purpose of inserting the 
ETV into the webpage is to create a traceable link between the 
server's response and the client's request. This allows the server 
to verify the integrity and authenticity of the webpage when it is 
accessed or interacted with by the client device. 

3) Role in Phishing Detection 
Real-Time Detection: The ETV enables the server to detect 

phishing attempts in real-time. By verifying the presence and 
integrity of the ETV in subsequent interactions (such as form 
submissions or requests for additional resources), the server can 
identify discrepancies that may indicate a phishing attack. 

Verification and Integrity Checking: The ETV acts as a 
cornerstone for verifying the webpage's integrity. Any alteration 
or absence of the ETV in expected interactions can trigger alerts 
or initiate protective measures, thereby preventing phishing 
attacks from succeeding. 

4) Advantages 
Enhanced Security: The generation and insertion of an 

ETV significantly enhance the security of web interactions by 
adding a layer of verification that is difficult for attackers to 
bypass. 

Flexibility and Adaptability: The method allows for 
flexibility in how the ETV is generated and inserted, making it 
adaptable to different web technologies and security 
requirements. 

Proactive Approach: By embedding security directly into 
the webpage served to the client, the method takes a proactive 
approach to security, rather than relying solely on reactive 
measures after an attack has been detected. 

C. Additional Insertions 

The method also includes the possibility of making 
additional insertions or modifications to the webpage. These 
could be further security measures, tracking codes, or any other 
modifications deemed necessary to enhance the webpage's 
security and integrity. The flexibility to add more layers of 
security measures ensures that the method can adapt to evolving 
cyber threats and phishing techniques. 

This component is a crucial aspect of the proposed method 
for enhancing cybersecurity, particularly in the context of real-
time phishing detection. This step builds upon the foundational 
steps of receiving a webpage request and generating and 
inserting an Encoded Tracking Value (ETV).  

1) Concept of Additional Insertions 
After the ETV is generated and inserted into the webpage, 

the method allows for further modifications or insertions into the 
webpage. These additional insertions can serve various 
purposes, enhancing the security, functionality, or user 
experience of the webpage. The nature of these insertions can 
vary widely, depending on the specific security requirements, 
the type of content being served, and the anticipated threats. 

2) Types of Additional Insertions 
Security Enhancements: Additional security measures, 

such as more sophisticated tracking codes, scripts for detecting 
unusual user behavior, or mechanisms for verifying user actions, 
can be inserted. These enhancements aim to fortify the webpage 

https://boosty.to/snarky_security
https://sponsr.ru/snarky_security
https://t.me/+TlX90Us5OjNiZTJi


Read more: Boosty | Sponsr | TG 

against a broader array of cyber threats, including but not limited 
to phishing. 

Content Personalization: Insertions can also include 
personalized content or features tailored to the user's profile or 
past interactions with the service. While not directly related to 
security, personalization can improve user engagement and, by 
extension, the effectiveness of any security prompts or warnings 
presented to the user. 

User Experience Improvements: Additional scripts or 
elements that enhance the user experience, such as accessibility 
features, interactive elements, or dynamic content updates, can 
be included. Improving the user experience can indirectly 
contribute to security by making legitimate webpages more 
distinguishable from phishing attempts. 

3) Significance in Phishing Detection 
The inclusion of additional insertions is particularly relevant 

in the context of phishing detection for several reasons: 

Layered Security Approach: By allowing for multiple 
layers of security measures, the method creates a more robust 
defense against phishing and other cyber threats. This layered 
approach makes it harder for attackers to mimic or bypass the 
security features of a legitimate webpage. 

Adaptability to Emerging Threats: The flexibility to 
include additional insertions means that the method can be 
adapted over time to address new or evolving cyber threats. As 
phishing techniques become more sophisticated, new types of 
insertions can be developed and deployed to counteract them. 

Enhanced Tracking and Analysis: Additional insertions 
can provide more data points for tracking user interactions and 
analyzing behavior. This data can be invaluable in identifying 
suspicious activity that may indicate a phishing attempt or other 
security threats. 

IV. SIGNIFICANCE OF PROPOSED SOLUTION 

The significance of proposed method of solution within the 
field of cybersecurity, particularly in combating phishing 
attacks, is multifaceted and profound. This method, which 
encompasses receiving a webpage request, generating and 
inserting an Encoded Tracking Value (ETV), and making 
additional insertions, represents a comprehensive approach to 
enhancing online security.  

It extends beyond its technical merits, representing a shift 
towards more proactive, adaptive, and user-centric approaches 
to cybersecurity. By embedding security directly into the fabric 
of web interactions, the method offers a robust defense against 
phishing attacks, enhancing the safety and integrity of online 
spaces. As cyber threats continue to evolve, such innovative 
approaches will be critical in safeguarding digital assets and 
building trust in the digital ecosystem. 

A. Proactive Defense Against Phishing 

Phishing attacks have evolved to become highly 
sophisticated, often bypassing traditional security measures. The 
proposed method introduces a proactive defense mechanism that 
actively embeds security within the webpage itself through the 
use of ETVs and additional insertions. This approach not only 

aims to detect phishing attempts as they occur but also to prevent 
them by making it significantly harder for attackers to replicate 
or tamper with legitimate webpages. 

B. Enhancing Webpage Integrity and Trust 

By generating and inserting an ETV into the webpage, the 
method ensures that the integrity of the webpage can be verified 
at any point in its interaction with the client. This process builds 
a layer of trust between the server and the client, reassuring users 
that the content they are interacting with is secure and has not 
been compromised. This is particularly important in an era 
where digital trust is paramount to the user experience. 

C. Adaptability to Emerging Threats 

The inclusion of "Additional Insertions" as part of the 
method allows for a flexible and adaptive security strategy. As 
cyber threats evolve, new security measures can be developed 
and seamlessly integrated into the webpage without requiring an 
overhaul of the existing security infrastructure. This adaptability 
ensures that the method remains effective against future 
phishing techniques and other cyber threats. 

D. Real-Time Detection and Response 

One of the standout features of the proposed method is its 
capability for real-time detection of phishing attempts. By 
monitoring the integrity of the ETV and the behavior of the 
webpage in real-time, the system can quickly identify potential 
phishing activities and respond accordingly. This immediate 
response capability is crucial for minimizing the impact of 
phishing attacks on users and organizations. 

E. Contribution to Cybersecurity Research and Practice 

The method contributes to the broader field of cybersecurity 
research and practice by providing a novel approach to phishing 
detection and prevention. It offers a practical solution that can 
be implemented by organizations to protect their online assets 
and users. Furthermore, the method serves as a foundation for 
future research and development in the area of web security, 
encouraging further innovations in the fight against cyber 
threats. 

V. POTENTIAL IMPLICATIONS OF PROPOSED SOLUTION 

It represents a significant step forward in the fight against 
phishing and cyber threats. Its potential implications for future 
research are vast, spanning technical advancements in 
cybersecurity, improvements in user experience, cross-
disciplinary applications, and influences on policy and 
regulation. By laying the groundwork for a more secure and 
trustworthy digital environment, this method sets the stage for a 
wide range of research opportunities aimed at further enhancing 
online security and user trust. 

It offers a promising foundation for future research across a 
range of fields. By providing a novel approach to real-time 
phishing detection, it not only addresses a critical need in 
cybersecurity but also opens up new possibilities for advancing 
research methodologies, enhancing data integrity, fostering 
interdisciplinary studies, and contributing to better policy and 
practice in the digital age. 

It also focuses on enhancing cybersecurity through real-time 
phishing detection via encoded tracking values (ETVs) and 
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additional insertions, holds significant potential implications for 
future research in several key areas: 

A. Advancing Cybersecurity Measures 

The method introduces a novel approach to detecting and 
mitigating phishing attacks in real-time, which could inspire 
further research into more sophisticated cybersecurity 
mechanisms. Future studies might explore the optimization of 
ETV generation and insertion techniques, the development of 
more advanced algorithms for real-time threat detection, and the 
integration of machine learning models to predict and prevent 
phishing attempts more effectively. 

B. Enhancing Webpage Integrity Verification 

The use of ETVs for verifying the integrity of webpages 
opens new avenues for research into ensuring the authenticity of 
digital content. This could lead to the development of new 
standards and protocols for web security, focusing on the 
dynamic verification of webpage elements to prevent tampering 
and unauthorized content modification. 

C. Improving User Experience and Trust 

The method's emphasis on maintaining the integrity of web 
interactions without compromising user experience could spur 
research into user-centric security solutions. Future studies 
might investigate how security measures like ETVs impact user 
behavior, trust in digital platforms, and the overall user 
experience. This research could lead to the design of more 
intuitive and less intrusive security mechanisms that enhance 
user engagement while ensuring robust protection against cyber 
threats. 

D. Cross-Disciplinary Applications 

The principles underlying the proposed method could have 
implications beyond cybersecurity, inspiring research in fields 
such as digital forensics, e-commerce, and online education. For 
instance, the method's approach to tracking and verifying 
webpage interactions could be adapted for use in digital forensic 
investigations, enhancing the ability to trace malicious activities 
and authenticate digital evidence. 

E. Policy and Regulatory Implications 

As the method provides a proactive approach to combating 
phishing, it could influence future policies and regulations 
related to online security and data protection. Research could 
explore the implications of widespread adoption of such 
methods on privacy laws, data protection standards, and 
regulatory requirements for online services. This could lead to 
recommendations for policymakers on how to incorporate 
advanced cybersecurity measures into regulatory frameworks. 

VI. POTENTIAL BENEFITS FOR FUTURE RESEARCH 

It focuses on real-time phishing detection through the 
generation and insertion of Encoded Tracking Values (ETVs) 
and additional insertions, offers several potential benefits for 
future research across various domains. These benefits not only 
underscore the method's immediate application in enhancing 
cybersecurity but also highlight its broader implications for 
advancing research methodologies, improving data integrity, 
and fostering interdisciplinary studies.  

It offers a promising foundation for future research across a 
range of fields. By providing a novel approach to real-time 
phishing detection, it not only addresses a critical need in 
cybersecurity but also opens up new possibilities for advancing 
research methodologies, enhancing data integrity, fostering 
interdisciplinary studies, and contributing to better policy and 
practice in the digital age. 

A. Advancing Cybersecurity Research 

The method provides a novel approach to detecting and 
mitigating phishing attacks, which can serve as a foundation for 
further research in cybersecurity. It opens up new avenues for 
exploring how dynamic, real-time detection mechanisms can be 
developed and integrated into existing security frameworks. 
Researchers can build on this method to create more 
sophisticated algorithms and technologies that address the 
evolving landscape of cyber threats. 

B. Enhancing Data Integrity and Trust 

By ensuring the integrity of web interactions through ETVs, 
the proposed method can contribute to research on data integrity 
and trust in digital environments. This is particularly relevant in 
fields like e-commerce, online banking, and digital 
communications, where data authenticity and user trust are 
paramount. Future studies could explore how similar 
mechanisms can be applied to other types of digital transactions 
and interactions to prevent fraud and ensure data integrity. 

C. Fostering Interdisciplinary Studies 

The method's emphasis on real-time detection and the use of 
encoded tracking values has implications beyond cybersecurity, 
potentially benefiting interdisciplinary studies that combine 
technology with psychology, sociology, and law. For instance, 
researchers can investigate the psychological aspects of phishing 
attacks and user responses to security measures, or explore legal 
frameworks for protecting users and prosecuting attackers. 

D. Improving Research Methodologies 

The approach can also influence research methodologies, 
particularly in how data is collected, verified, and analyzed in 
real-time studies. This could lead to the development of new 
research tools and techniques that leverage encoded tracking or 
similar mechanisms to ensure the authenticity and reliability of 
data collected from online sources or through digital platforms. 

E. Contributing to Policy and Practice 

Finally, the proposed method has the potential to inform 
policy-making and best practices in cybersecurity. By 
demonstrating the effectiveness of real-time phishing detection, 
future research based on this method could provide evidence-
based recommendations for developing stronger cybersecurity 
policies, regulations, and industry standards. This could help 
organizations, governments, and individuals better protect 
themselves against phishing and other cyber threats. 

VII. POTENTIAL LIMITATIONS FOR FUTURE RESEARCH 

It highlights the importance of ongoing research and 
development in the field of cybersecurity. Future research will 
need to address these limitations by exploring the method’s 
scalability, adaptability to evolving threats, user interaction 
models, analytical accuracy, privacy implications, and 
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generalizability to different platforms and technologies. 
Acknowledging and addressing these limitations is crucial for 
advancing the method’s application and for contributing to the 
broader field of cybersecurity research. 

While it offers a novel approach to real-time phishing 
detection, there are potential limitations that could impact its 
application in future research: 

A. Methodological Limitations 

Complexity of Implementation: The generation and insertion 
of ETVs may involve complex algorithms and require 
significant processing power, which could limit its scalability or 
applicability in resource-constrained environments. 

Evolution of Phishing Tactics: Phishers continuously evolve 
their tactics to bypass security measures. The method may need 
to be regularly updated to keep pace with new phishing 
techniques, which could be a challenge for researchers and 
practitioners. 

B. Empirical Limitations 

User Behavior and Interaction: The effectiveness of the 
method may be influenced by user behavior. If users do not 
interact with the webpage as expected, the ETVs and additional 
insertions may not function as intended, potentially limiting the 
method's effectiveness. 

False Positives/Negatives: The method could potentially 
produce false positives or negatives in detecting phishing 
attempts, which could impact user trust and the overall reliability 
of the system. 

C. Analytical Limitations 

Data Analysis and Interpretation: The method relies on the 
analysis of web interactions, which may be subject to 

interpretation errors. The accuracy of the phishing detection 
could be limited by the analytical tools and techniques used. 

D. Ethical and Privacy Concerns 

User Privacy: The tracking and analysis of user interactions 
could raise privacy concerns. Ensuring user consent and 
maintaining transparency about data usage are essential to 
address these concerns. 

E. Generalizability 

Applicability Across Different Platforms: The method may 
have been designed with certain types of webpages or services 
in mind. Its effectiveness across different platforms, devices, or 
browsers may be limited and require further research. 

F. Technological Advancements 

Adaptation to New Technologies: As web technologies 
evolve, the method may need to be adapted to remain effective. 
This could involve research into how the method can be applied 
to new web standards or technologies. 

VIII. CONCLUSION 

The proposed solution presents a method that significantly 

contributes to the field of cybersecurity by offering a proactive 

and dynamic approach to detecting and preventing phishing 

attacks in real-time. By focusing on the interaction between the 

client device and the server, and utilizing an Encoded Tracking 

Value (ETV) along with the potential for additional security 

insertions, this method provides a robust framework for 

enhancing the security of web communications. This approach 

not only helps in identifying phishing attempts as they happen 

but also adds a layer of verification and integrity checking that 

is crucial in the current digital age, where phishing attacks are 

becoming increasingly sophisticated and harder to detect 
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