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Abstract – This document presents a comprehensive analysis of the 

Medical Internet of Things (IoMT) transaction system based on 

blockchain technology, specifically focusing on the Chinese patent 

CN111913833A. The analysis delves into various aspects of the 

system, including its architecture, security features, the 

enhancement of data security and privacy, interoperability among 

different healthcare systems, and the facilitation of secure and 

transparent transactions and potential applications within the 

healthcare sector.  

A qualitative summary of the document is provided, ensuring that the 

essence of the patent is captured succinctly for the benefit of security 

professionals and specialists across various industries. The analysis 

is particularly beneficial for cybersecurity experts, DevOps 

engineers, healthcare IT professionals, medical device 

manufacturers, and forensic analysts in understanding the 

implications of combining blockchain technology with IoMT. It 

offers insights into how this integration can address common 

challenges in the healthcare industry, such as data breaches, 

unauthorized access, and the lack of a standardized protocol for 

secure data exchange. 

I. MAIN IDEA 

The patent CN111913833A proposes a blockchain-based 
transaction system specifically designed for the medical Internet 
of Things (IoT). This system aims to address the challenges of 
data security, privacy, and interoperability in healthcare. The 
proposed solution enhances security and privacy for patient data 
using dual blockchains, attribute-based authentication, and AI 
integration. It shares commonalities with other blockchain-
based medical IoT systems but may have unique features in its 
architecture.  

The main idea of the patent is to ensure the privacy and 
security of medical data while facilitating the sharing and 
exchange of this data among various stakeholders in the 
healthcare ecosystem. 

It presents several key points and takeaways: 

• Dual-Blockchain Architecture: The system 
incorporates two blockchains: a public blockchain 
(Blockchain) for the publication of user data and a 
private blockchain (Blockchain) for storing healthcare 
data securely. 

• Attribute-Based Encryption: Access to medical data is 
controlled through attribute-based encryption, which 
allows only authorized users with specific attributes to 
access or modify the data. 

• Privacy and Security: The system is designed to 
enhance the privacy and security of medical data, which 
is critical in the healthcare industry. 

• Interoperability: By using blockchain technology, the 
system facilitates secure data sharing between different 
entities in the healthcare ecosystem, promoting 
interoperability. 

• Smart Contracts: The system utilizes smart contracts 
to automate and enforce rules for data access and 
transactions, reducing the need for intermediaries and 
increasing efficiency. 

• AI Integration: The patent suggests the potential 
integration of artificial intelligence with the blockchain 
to improve medical services, such as disease prediction 
models. 

• Real-Time Monitoring: The proposed system may 
enable real-time monitoring of patient conditions 
through IoT devices, providing timely and accurate 
health data. 

• Decentralization: The decentralized nature of 
blockchain provides a robust solution against single 
points of failure and unauthorized data tampering. 

II. INDUSTRIES 

The patent has the potential to improve the way medical data 
is managed and shared across various sectors within the 
healthcare industry. Its emphasis on security, privacy, and 
interoperability aligns with the critical needs of these industries, 
promising to improve efficiency, reduce costs, and enhance 
patient outcomes. Based on the patent’s content it infers the 
relevance to several industries: 

A. Healthcare:  

The healthcare industry stands to benefit significantly from 
this patent including hospitals, clinics, and other medical 
facilities that require secure management and sharing of patient 
data. The dual-blockchain system proposed in the patent could 
enhance the security and privacy of medical data, which is 
critical for patient trust and regulatory compliance. By using 
blockchain, healthcare providers can ensure that medical 
records are immutable and traceable, which is essential for 
maintaining the integrity of patient data. 

B. Medical Devices:  

Manufacturers and distributors of medical IoT devices, such 
as wearable health monitors and connected medical equipment, 
are directly involved in the ecosystem that the patent addresses. 
The system would manage the data these devices generate, 
ensuring that it is securely stored and shared only with 
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authorized parties. This could improve device monitoring, 
patient care, and the overall reliability of medical devices. 

C. Health Information Technology:  

Companies that specialize in health IT solutions, electronic 
health records (EHR), and medical data management systems 
would be interested in the blockchain-based system for its 
potential to enhance data security and interoperability. The 
patent could provide a new model for health information 
exchanges, making electronic medical records more secure and 
easily shareable between different healthcare systems. 

D. Pharmaceuticals:  

The pharmaceutical industry could use the system for secure 
data sharing in clinical trials and drug development processes. 
Blockchain's ability to provide a transparent and immutable 
record of transactions could help in tracking drug provenance, 
ensuring the authenticity of medications, and streamlining the 
supply chain. 

E. Insurance:  

Health insurance companies might use the system to 
securely access patient data for claims processing and fraud 
prevention. The immutable nature of blockchain records could 
help insurers verify the accuracy of claims and reduce 
fraudulent activities. 

F. Research and Development:  

Research institutions that require access to medical data for 
studies could benefit from the secure and controlled data 
sharing capabilities of the system. Blockchain could facilitate 
collaboration between researchers by providing a secure 
platform for exchanging data while maintaining patient privacy. 

G. Regulatory Bodies:  

Government health agencies and regulatory bodies might be 
interested in the system for monitoring compliance with health 
data privacy regulations such as HIPAA. Blockchain's inherent 
features could help ensure that healthcare providers and other 
stakeholders are adhering to the necessary standards. 

H. Cybersecurity:  

Companies specializing in cybersecurity solutions for the 
healthcare industry would find relevance in the patent, as it 
addresses the security of medical data transactions. The 
proposed blockchain system could offer new ways to protect 
against data breaches and cyber threats. 

III. THE PROPOSED SOLUTION 

The key components of the proposed solution are the dual-
blockchain architecture, attribute-based encryption for data 
access control, a consensus algorithm optimized for transaction 
throughput, patient data access control, and various functions for 
remote diagnosis, data sharing, and transactions in the medical 
IoT context: 

Dual-Blockchain Architecture: 

• a public blockchain for publishing user data and  

• a private blockchain for storing healthcare data securely. 

Attribute-Based Encryption (ABE): 

• Access to medical data is controlled through attribute-
based encryption, which allows only authorized users 
with specific attributes to access or modify the data. 

• This ensures the privacy and security of sensitive 
medical information. 

Transaction throughput: 

• To optimize transaction throughput in this scenario, the 
patent proposes a consensus algorithm based on 
transaction volume proof. 

• This is designed to address the issue of low transaction 
throughput in existing public blockchain-based medical 
data solutions. 

Patient Data Access Control: 

• The system ensures that patients have management and 
control permissions over their health data. 

• This addresses the issue of neglecting patient data access 
control in current consortium blockchain-based medical 
data solutions. 

Remote Diagnosis, Data Sharing, and Data Transaction 
Functions: 

• The system provides functions such as remote diagnosis, 
data sharing, and data transactions. 

• These features enable various applications and services 
in the medical IoT ecosystem. 

A. Dual-Blockchain Architecture 

The proposed solution utilizes a dual-blockchain 
architecture consisting of a public blockchain for publishing user 
data and a private blockchain for securely storing healthcare 
data. This dual-blockchain approach aims to address the 
challenges of data security, privacy, and interoperability in the 
medical IoT ecosystem. 

The key features of the dual-blockchain architecture revolve 
around combining the benefits of public and private 
blockchains, enabling secure data sharing, enhancing trust and 
data integrity, and potentially improving efficiency and 
performance in the context of a medical IoT transaction system. 

Combination of public and private blockchains: 

• The public blockchain is permissionless blockchain that 
allows anyone to join and participate in publishing and 
verifying user data transparently. 

• The private blockchain is permissioned blockchain with 
restricted access for securely storing sensitive healthcare 
data. 

Differentiated roles and access control: 

• The public blockchain enables users to have control over 
their data and ensures transparency in data publication. 

• The private blockchain provides a secure, private 
environment for storing and sharing healthcare data 
among authorized participants only. 

Balancing transparency, security, and privacy: 
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• The dual-blockchain approach aims to leverage the 
strengths of both public and private blockchains. 

• It seeks to strike a balance between the transparency and 
decentralization of public blockchains and the enhanced 
privacy and efficiency of private blockchains. 

Addressing limitations of single blockchain types: 

• Public blockchains alone may face challenges in 
scalability and privacy. 

• Private blockchains alone may sacrifice some level of 
decentralization and transparency. 

• The combination of both types mitigates their individual 
weaknesses. 

Enabling secure data sharing and collaboration: 

• The architecture facilitates secure sharing of healthcare 
data among authorized entities on the private 
blockchain. 

• It promotes collaboration between healthcare 
stakeholders while maintaining patient privacy. 

Enhancing trust and data integrity: 

• The immutability and transparency of the public 
blockchain help establish trust in the overall system. 

• The private blockchain ensures the integrity and 
confidentiality of sensitive healthcare data. 

Potential for improved efficiency and performance: 

• The restricted participation in the private blockchain can 
lead to faster transaction processing and consensus 
compared to public blockchains. 

• The dual-blockchain structure allows for optimizing the 
system based on the specific requirements of each 
blockchain component. 

B. Attribute-Based Encryption (ABE) 

ABE is a generalization of public-key encryption that allows 
for more expressive access control policies. In traditional public-
key encryption, a message is encrypted for a specific receiver 
using their public key. In contrast, ABE encrypts data based on 
attributes or policies, enabling access control based on the 
attributes possessed by users. 

There are two main types of ABE: 

• Key-Policy ABE (KP-ABE): In KP-ABE, each user's 
private key is associated with an access policy or 
structure that specifies which ciphertexts the key can 
decrypt. The ciphertexts are labeled with sets of 
attributes. 

• Ciphertext-Policy ABE (CP-ABE): In CP-ABE, the 
access policy is embedded in the ciphertext, and each 
user's private key is associated with a set of attributes. A 
user can decrypt a ciphertext only if their attributes 
satisfy the access policy. 

Key Features of ABE 

• Fine-Grained Access Control: ABE enables fine-
grained access control over encrypted data by allowing 
access policies to be defined based on attributes. This is 
particularly useful in healthcare, where different 
stakeholders (e.g., doctors, nurses, researchers) may 
need different levels of access to patient data. 

• Collusion Resistance: ABE schemes are designed to be 
resistant to collusion attacks. Even if multiple users 
collude and combine their attributes, they should not be 
able to decrypt a ciphertext unless at least one of them 
individually satisfies the access policy. 

• Expressiveness: ABE allows for expressive access 
policies, which can be represented as boolean formulas 
or tree structures. This enables complex access control 
requirements to be enforced. 

• Attribute Revocation: Some ABE schemes support 
attribute revocation, allowing a user's attributes to be 
revoked without affecting other users who share the 
same attributes. This is important in dynamic 
environments like healthcare, where user roles and 
permissions may change over time. 

• Policy Update: Certain ABE constructions allow for 
policy updates, enabling the access policies associated 
with ciphertexts to be modified without re-encrypting 
the data. This provides flexibility in managing access 
control as requirements evolve. 

• Traceability: Some ABE schemes incorporate 
traceability, allowing the identity of a misbehaving user 
who leaked their decryption key to be traced. This helps 
in maintaining accountability and preventing 
unauthorized data sharing. 

ABE in Healthcare 

ABE has significant potential in securing healthcare data, 
particularly in cloud-based e-health systems. By using ABE, 
patient data can be encrypted with fine-grained access policies, 
ensuring that only authorized users (e.g., healthcare providers 
with specific roles or attributes) can decrypt and access the data. 
This helps in protecting patient privacy and meeting regulatory 
requirements like HIPAA. 

Moreover, features like attribute revocation and policy 
update are crucial in healthcare, as user roles and data access 
requirements may change frequently. Traceability is also 
important for preventing data leakage and ensuring compliance. 

C. Consensus Algorithm Based on Transaction Volume Proof 

In blockchain systems, consensus algorithms are used to 
achieve agreement among participating nodes on the state of the 
ledger. They ensure that all nodes have a consistent view of the 
blockchain and prevent double-spending or other malicious 
activities. However, traditional consensus algorithms like Proof-
of-Work (PoW) and Proof-of-Stake (PoS) often face scalability 
challenges, resulting in low transaction throughput. 

The Consensus Algorithm Based on Transaction Volume 
Proof proposed in the patent aims to optimize transaction 
throughput specifically for the medical IoT scenario: 
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• Transaction Volume as a Metric: The algorithm likely 
uses the volume or number of transactions processed by 
a node as a metric for determining its eligibility to create 
new blocks. Nodes that process a higher volume of 
transactions may be given priority or more weight in the 
consensus process. 

• Encouraging Active Participation: By basing the 
consensus on transaction volume, the algorithm 
incentivizes nodes to actively participate in the network 
and process transactions. Nodes that contribute more to 
the network's throughput are rewarded with a higher 
chance of creating new blocks and earning rewards. 

• Optimizing Throughput: By prioritizing nodes with 
higher transaction volumes, the algorithm aims to 
optimize the overall throughput of the network. Nodes 
that can process transactions efficiently are given more 
opportunities to add new blocks, thereby increasing the 
transaction processing capacity of the blockchain. 

• Addressing Scalability: The algorithm is designed to 
address the scalability limitations of existing public 
blockchain-based medical data solutions. By focusing on 
transaction volume as a key metric, it aims to improve the 
network's ability to handle a large number of transactions, 
which is crucial in the medical IoT context. 

Key Features of the Consensus Algorithm 

• Throughput Optimization: The primary goal of the 
algorithm is to optimize transaction throughput, 
enabling the blockchain network to process a higher 
volume of transactions efficiently. 

• Scalability: By addressing the low transaction 
throughput issue, the algorithm aims to enhance the 
scalability of the blockchain system, making it suitable 
for handling the large-scale data generated in medical 
IoT scenarios. 

• Incentivizing Active Participation: The algorithm 
rewards nodes that actively participate in the network 
and process a high volume of transactions. This 
encourages nodes to contribute to the network's 
throughput and maintain a healthy ecosystem. 

• Customization for Medical IoT: The algorithm is 
specifically designed for the medical IoT transaction 
system, taking into account the unique requirements and 
challenges of this domain, such as the need for high-
speed processing of large volumes of medical data. 

• Integration with Dual-Blockchain Architecture: The 
Consensus Algorithm Based on Transaction Volume 
Proof is likely integrated with the dual-blockchain 
architecture proposed in the patent, optimizing the 
performance of the public Blockchain and private 
Blockchain components. 

D. Patient Data Access Control 

Patient data access control is a critical component of the 
proposed medical Internet of Things (IoT) transaction system 
based on blockchain. The system aims to ensure that patients 
have management and control permissions over their health 
data, addressing the issue of neglecting patient data access 

control in current consortium blockchain-based medical data 
solutions.  

It puts patients in control of their sensitive health 
information, uses attribute-based encryption and smart contracts 
to enable fine-grained and automated access policies, provides 
auditable and transparent records of access, allows for dynamic 
permission changes, and integrates with the broader IoT 
ecosystem. This comprehensive approach to access control 
enhances the security and privacy of patient data while enabling 
authorized data sharing for improved medical care and research. 

The key features of the patient data access control 
mechanism in this system are: 

Patient-centric control: 

• The system is designed to give patients the primary 
control and management permissions over their own 
health data. 

• This patient-centric approach ensures that the rights and 
interests of patients regarding their sensitive medical 
information are protected. 

• Patients can decide who has access to their data and 
under what circumstances. 

Attribute-based access control: 

• Access to medical data is controlled through attribute-
based encryption (ABE). 

• ABE allows only authorized users with specific 
attributes to access or modify the data. 

• The attributes could relate to the user's role (e.g. doctor, 
nurse, researcher), specialty, location, or other relevant 
factors. 

• This fine-grained access control ensures that sensitive 
data is only accessible to those who have a legitimate 
need and authorization. 

Smart contract-based automation: 

• The access control policies and permissions are likely 
encoded into smart contracts on the blockchain. 

• Smart contracts allow the automatic execution and 
enforcement of the access rules without manual 
intervention. 

• This automation streamlines the access control process 
and reduces the risk of unauthorized access due to 
human error or manipulation. 

Auditable and transparent: 

• All access attempts and data transactions are recorded 
immutably on the blockchain. 

• This creates an auditable trail of who accessed what data 
and when. 

• The transparency and traceability enabled by blockchain 
helps ensure compliance with data protection 
regulations and deters unauthorized access attempts. 

Dynamic and revocable access: 
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• Patient access permissions can be granted, modified or 
revoked dynamically as needed. 

• For example, a patient may grant temporary access to a 
specialist for a specific treatment, and then revoke that 
access once the treatment is complete. 

• This flexibility allows access control to adapt to the 
dynamic needs of medical care while maintaining 
security. 

Integration with medical IoT ecosystem: 

• The access control system is integrated with the broader 
medical IoT transaction system proposed in the patent. 

• This enables secure and controlled access to data 
generated by various medical IoT devices and 
wearables. 

• Authorized healthcare providers can access this IoT data 
for remote monitoring, diagnosis, and treatment of 
patients. 

IV. PROCESS FLOW 

The proposed solution leverages a dual-blockchain 
architecture, with a public Blockchain for data publication and a 
private Blockchain for secure data storage. ABE is used for fine-
grained access control, while the consensus algorithm ensures 
efficient transaction validation. Patients retain control over their 
data through access control mechanisms. The system aims to 
provide a secure, efficient, and patient-centric approach to 
managing and sharing medical data in an IoT environment. 

graph TD 
A[Data Owner] -- Encrypts data with ABE --> B(Public 

Blockchain - Blockchain) 
A -- Sets access policies --> B 
B -- Stores encrypted data --> C(Private Blockchain - 

Blockchain)  
C -- Stores healthcare data securely --> D[Cloud Storage] 
E[User] -- Requests data access --> F(Attribute Authority) 
F -- Verifies user attributes --> F 
F -- Issues decryption key --> E 
E -- Retrieves encrypted data --> D 
E -- Decrypts data with key --> E 
G[Consensus Nodes] -- Validate transactions with 

consensus algorithm --> C 
H[Patient] -- Grants/revokes access permissions --> C 

Data Encryption and Access Policy Setting: 

• The data owner (e.g., patient or healthcare provider) 
encrypts the medical data using Attribute-Based 
Encryption (ABE). 

• The data owner defines the access policies specifying 
which attributes are required to decrypt the data. 

• The encrypted data and access policies are published to 
the public blockchain (Blockchain). 

Secure Data Storage: 

• The encrypted healthcare data from the Blockchain is 
securely stored in the private blockchain (Blockchain). 

• The Blockchain acts as a secure, access-controlled 
storage layer for the sensitive medical data. 

• The encrypted data may also be stored in cloud storage 
for scalability and availability. 

User Authentication and Key Issuance: 

• A user (e.g., doctor, researcher) who wants to access the 
encrypted data sends a request to the Attribute 
Authority. 

• The Attribute Authority verifies the user's attributes 
against the access policies. 

• If the user possesses the required attributes, the Attribute 
Authority issues a decryption key to the user. 

Data Access and Decryption: 

• The authorized user retrieves the encrypted data from 
the Blockchain or cloud storage. 

• Using the decryption key obtained from the Attribute 
Authority, the user decrypts the data. 

• The user can now access the plaintext medical data as 
per the granted access permissions. 

Transaction Validation and Consensus: 

• Consensus nodes in the blockchain network validate the 
transactions using the Consensus Algorithm Based on 
Transaction Volume Proof. 

• This consensus mechanism optimizes transaction 
throughput and ensures the integrity and security of the 
blockchain. 

Patient Access Control: 

• Patients have control over their medical data and can 
grant or revoke access permissions to specific users or 
entities. 

• The access control policies are enforced through smart 
contracts on the Blockchain. 

Additional Functions: 

• The system supports remote diagnosis, allowing 
authorized healthcare providers to access patient data 
remotely for telemedicine purposes. 

• Data sharing and transaction functions enable secure 
sharing of medical data among authorized parties, such as 
healthcare providers, researchers, or insurers. 

V. BENEFITS, DRAWBACKS AND SIGNIFICANCE OF 

PROPOSED SOLUTION 

The proposed medical IoT transaction system based on 
blockchain offers significant benefits in terms of enhanced 
security, privacy, patient control, and data sharing. However, it 
also faces limitations related to complexity, regulatory 
compliance, scalability, and dependence on blockchain 
technology.  

Benefits: 
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• Enhanced security and privacy: The dual-blockchain 
architecture, with a public Blockchain for data 
publication and a private Blockchain for secure data 
storage, along with attribute-based encryption (ABE) 
for fine-grained access control, significantly enhances 
the security and privacy of sensitive medical data. 

• Patient-centric control: The system empowers patients 
with management and control permissions over their 
health data, ensuring their rights and interests are 
protected. 

• Improved data sharing and collaboration: The 
secure, efficient data sharing enabled by the system 
promotes collaboration among healthcare stakeholders 
while maintaining patient privacy. 

• Increased trust and data integrity: The immutability 
and transparency of blockchain transactions establish 
trust in the system and ensure data integrity. 

• Potential for improved efficiency: The consensus 
algorithm based on transaction volume proof aims to 
optimize transaction throughput, addressing scalability 
issues in existing blockchain-based medical data 
solutions. 

Limitations: 

• Complexity and adoption challenges: The proposed 
system involves multiple components and technologies, 
which may pose challenges in terms of complexity, 
interoperability, and adoption by healthcare 
organizations. 

• Regulatory compliance: Ensuring compliance with 
healthcare data privacy regulations and standards, such 
as HIPAA, could be challenging and may require 
additional measures. 

• Scalability and performance: While the proposed 
consensus algorithm aims to improve transaction 
throughput, the scalability and performance of the 
system in handling large volumes of medical data in 
real-world scenarios need further validation. 

• Key management and access control: Implementing 
secure and efficient key management for ABE and 
managing dynamic access control policies could be 
complex, especially in emergency situations. 

• Dependence on blockchain technology: The system 
heavily relies on blockchain technology, which is still 
evolving and may face challenges related to energy 
consumption, interoperability, and legal recognition. 

Significance: 

• Advancing secure medical data management: The 
proposed solution addresses critical challenges in 
medical data security, privacy, and sharing, contributing 
to the development of more secure and patient-centric 
health information management systems. 

• Fostering innovation in healthcare: By leveraging 
cutting-edge technologies like blockchain, ABE, and 
IoT, the patent encourages innovation in the healthcare 

domain, potentially leading to improved patient care, 
research, and overall efficiency. 

• Promoting patient empowerment: The emphasis on 
patient control over their data aligns with the growing 
trend of patient-centered healthcare and could inspire 
further innovations in this direction. 

• Encouraging collaboration and data sharing: The 
secure data sharing capabilities of the system could 
facilitate unprecedented levels of collaboration among 
healthcare providers, researchers, and other 
stakeholders, accelerating medical advancements. 

• Contributing to the evolving landscape of blockchain 
in healthcare: The patent adds to the growing body of 
research and innovation exploring the application of 
blockchain technology in the healthcare sector, helping 
shape its future direction and potential impact. 

A. Dual-Blockchain Architecture 

The Dual-Blockchain Architecture offers significant benefits 
in enhancing security, privacy, IoT integration, scalability, and 
patient data access control for medical data management. 
However, it also faces limitations related to complexity, 
regulatory compliance, and potential scalability issues. Despite 
these challenges, the architecture represents a significant step 
forward in advancing secure medical data sharing, enabling 
collaboration, and empowering patients in the healthcare 
ecosystem. 

1) Benefits: 
Enhanced Security and Privacy: 

• The dual-blockchain architecture, with a public 
Blockchain for data publication and a private 
Blockchain for secure data storage, significantly 
enhances the security and privacy of sensitive medical 
data. 

• The Blockchain provides a secure, private environment 
for storing and sharing healthcare data among 
authorized participants only, ensuring confidentiality. 

• Attribute-based encryption is used to control access to 
health data, ensuring that only entities meeting certain 
criteria can access it. 

Integration with IoT Devices: 

• The architecture facilitates secure sharing of healthcare 
data collected from various medical IoT devices and 
wearables. 

• Authorized healthcare providers can access this IoT data 
for remote monitoring, diagnosis, and treatment of 
patients. 

• Blockchain's decentralized nature enhances the integrity 
and security of data generated by IoT devices. 

Scalability and Performance: 

• The dual-blockchain structure allows for optimizing the 
system based on the specific requirements of each 
blockchain component. 
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• The restricted participation in the private Blockchain 
can lead to faster transaction processing and consensus 
compared to public blockchains. 

• Parallelization techniques can be employed to increase 
the system's throughput and reduce network traffic. 

Patient Data Access Control: 

• Patients have control over their medical data and can 
grant or revoke access permissions to specific users or 
entities. 

• The access control policies are enforced through smart 
contracts on the Blockchain. 

• Fine-grained access control is enabled through attribute-
based encryption, ensuring only authorized parties can 
access patient data. 

2) Limitations: 
Complexity and Adoption Challenges: 

• The dual-blockchain architecture involves multiple 
components and technologies, which may pose 
challenges in terms of complexity, interoperability, and 
adoption by healthcare organizations. 

• Integrating the system with existing healthcare 
infrastructure and ensuring compatibility could be 
complex. 

Regulatory Compliance: 

• Ensuring compliance with healthcare data privacy 
regulations and standards, such as HIPAA, could be 
challenging and may require additional measures. 

• Navigating the legal and regulatory landscape across 
different jurisdictions may be complex. 

Scalability and Performance Limitations: 

• While the dual-blockchain architecture aims to improve 
scalability and performance, the system's ability to 
handle large volumes of medical data in real-world 
scenarios needs further validation. 

• The consensus mechanism and data synchronization 
between the Blockchain and Blockchain may still face 
scalability challenges. 

3) Significance: 
Advancing Secure Medical Data Management: 

• The dual-blockchain architecture addresses critical 
challenges in medical data security, privacy, and 
sharing. 

• It contributes to the development of more secure and 
patient-centric health information management 
systems. 

Enabling Secure Data Sharing and Collaboration: 

• The architecture facilitates secure sharing of healthcare 
data among authorized entities, promoting 
collaboration between healthcare providers, 
researchers, and other stakeholders. 

• It enables unprecedented levels of data sharing while 
maintaining patient privacy. 

Empowering Patients: 

• By giving patients control over their medical data access 
permissions, the system promotes patient empowerment 
and aligns with the trend of patient-centered healthcare. 

• It allows patients to selectively share their data for 
improved care and research purposes. 

B. Attribute-Based Encryption (ABE) 

ABE offers significant benefits in enhancing security, 
privacy, and fine-grained access control for medical data, while 
enabling secure data sharing and patient empowerment. 
However, scalability, performance, and regulatory compliance 
remain key challenges to be addressed.  

1) Benefits: 
Enhanced Security and Privacy: 

• ABE allows data to be encrypted in such a way that 
only users possessing specific attributes can decrypt 
and access the data, ensuring fine-grained access 
control 

• It enables patients to store their health records in an 
encrypted form and cryptographically enforces patient 
or organizational access policies. 

• ABE protects sensitive medical information from 
unauthorized access, enhancing privacy. 

Integration with Blockchain and IoT: 

• ABE can be effectively combined with blockchain 
technology to provide secure and decentralized access 
control in IoT environments, including healthcare. 

• It allows for secure sharing of healthcare data collected 
from various medical IoT devices and wearables 
among authorized parties. 

• The integration of ABE and blockchain ensures the 
integrity, confidentiality, and auditability of IoT data. 

Fine-Grained Access Control: 

• ABE enables fine-grained access control over 
encrypted data by allowing access policies to be 
defined based on attributes. 

• It supports expressive access policies, which can be 
represented as boolean formulas or tree structures, 
enabling complex access control requirements to be 
enforced. 

• Different stakeholders in healthcare, such as doctors, 
nurses, and researchers, can be granted different levels 
of access to patient data based on their attributes. 

2) Limitations: 
Scalability and Performance: 

• ABE schemes can face scalability challenges, 
particularly when dealing with a large number of 
attributes or complex access policies. 
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• The computational overhead of encryption and 
decryption operations in ABE grows with the 
complexity of access policies and the number of 
attributes involved. 

• Efficient key management and attribute revocation 
mechanisms are crucial for the practical deployment of 
ABE in large-scale systems. 

Regulatory Compliance: 

• Implementing ABE in healthcare systems must ensure 
compliance with data privacy regulations and 
standards, such as HIPAA, which can be challenging. 

• Balancing the need for fine-grained access control with 
the requirements of emergency access to patient data in 
critical situations is a complex issue. 

3) Significance: 
Enabling Secure Data Sharing and Collaboration: 

• ABE facilitates secure sharing of sensitive healthcare 
data among authorized parties, promoting 
collaboration between healthcare providers, 
researchers, and other stakeholders. 

• It allows for granular access control, ensuring that 
different users can access only the specific data they are 
authorized to view. 

Empowering Patients: 

• By integrating ABE into healthcare systems, patients 
can have greater control over who can access their 
medical records and under what conditions. 

• This patient-centric approach aligns with the growing 
trend of empowering patients to manage their own 
health data. 

Advancing Privacy-Preserving Healthcare: 

• ABE contributes to the development of privacy-
preserving healthcare solutions, enabling secure 
storage and sharing of medical data in cloud 
environments. 

• It addresses the critical challenges of data security and 
privacy in the era of digital health and IoT-enabled 
healthcare. 

C. Consensus Algorithm Based on Transaction Volume Proof 

The Consensus Algorithm Based on Transaction Volume 
Proof offers benefits in terms of optimizing transaction 
throughput, incentivizing active participation, and addressing 
scalability issues. However, it also has limitations related to 
potential centralization, vulnerability to attacks, and adoption 
challenges.  

1) Benefits: 
Optimized Transaction Throughput: 

• The primary goal of the algorithm is to optimize 
transaction throughput, enabling the blockchain 
network to process a higher volume of transactions 
efficiently. 

• By prioritizing nodes with higher transaction volumes, 
the algorithm aims to improve the network's overall 
throughput and capacity to handle a large number of 
transactions. 

Incentivizing Active Participation: 

• The algorithm rewards nodes that actively participate 
in the network and process a high volume of 
transactions. 

• This encourages nodes to contribute to the network's 
throughput and maintain a healthy ecosystem. 

Addressing Scalability Issues: 

• The algorithm aims to address the low transaction 
throughput and scalability limitations of existing public 
blockchain-based medical data solutions. 

• By focusing on transaction volume as a key metric, it 
seeks to enhance the network's ability to handle the 
large-scale data generated in medical IoT scenarios. 

2) Limitations: 
Potential Centralization: 

• If a small number of nodes consistently process a 
significantly higher volume of transactions, they may 
gain disproportionate influence over the consensus 
process. 

• This could lead to a degree of centralization, 
undermining the decentralized nature of the blockchain 
network. 

• Vulnerability to Attacks: 

• Nodes with high transaction volumes may become 
targets for attacks, as compromising them could allow 
an attacker to disrupt the consensus process. 

• The algorithm may need additional security measures 
to mitigate the risk of such attacks. 

Complexity and Adoption Challenges: 

• Implementing and integrating the algorithm with 
existing systems may pose challenges in terms of 
complexity and adoption. 

• The algorithm's effectiveness in real-world medical 
IoT scenarios needs further validation and testing. 

3) Significance: 
Advancing Scalable Blockchain Solutions: 

• The algorithm contributes to the development of more 
scalable and efficient blockchain solutions for handling 
high transaction volumes. 

• It addresses a critical challenge in applying blockchain 
technology to data-intensive domains like healthcare 
and IoT. 

Promoting Blockchain Adoption in Healthcare: 

• By optimizing transaction throughput, the algorithm 
can make blockchain more viable for managing and 
sharing large volumes of medical data. 
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• This can facilitate the adoption of blockchain 
technology in the healthcare industry, enabling secure 
and efficient data management and collaboration. 

Encouraging Innovation in Consensus Algorithms: 

• The algorithm represents an innovative approach to 
consensus, focusing on transaction volume as a key 
metric. 

• It contributes to the ongoing research and development 
of new consensus algorithms tailored to specific use 
cases and requirements. 

D. Patient Data Access Control 

The patient data access control mechanism offers significant 
benefits in terms of enhanced security, privacy, fine-grained 
control, and patient empowerment.  

1) Benefits: 
Enhanced Security and Privacy: 

• The system ensures that patients have management and 
control permissions over their health data, protecting 
their rights and interests. 

• Fine-grained access control through attribute-based 
encryption (ABE) allows only authorized users with 
specific attributes to access or modify the data, 
ensuring the privacy and security of sensitive medical 
information. 

• Access control policies are enforced through smart 
contracts on the blockchain, providing an automated 
and secure way to manage permissions. 

Integration with Blockchain and IoT: 

• The patient data access control mechanism is integrated 
with the broader blockchain-based medical IoT 
transaction system proposed in the patent. 

• This integration enables secure and controlled access to 
data generated by various medical IoT devices and 
wearables. 

• Blockchain's immutability and transparency features 
establish trust in the system and ensure data integrity. 

Fine-Grained Access Control: 

• The system employs attribute-based encryption (ABE) 
to enable fine-grained access control over encrypted 
data. 

• Access policies can be defined based on various 
attributes such as user roles, locations, or other relevant 
factors, allowing for nuanced and flexible control over 
data access. 

• Different stakeholders in healthcare, such as doctors, 
nurses, and researchers, can be granted different levels 
of access to patient data based on their attributes. 

Patient Empowerment and Control: 

• The system puts patients in control of their own health 
data, allowing them to grant, modify, or revoke access 
permissions to specific users or entities. 

• This patient-centric approach aligns with the growing 
trend of empowering patients to manage their own 
health information. 

• Patients can selectively share their data for improved 
care and research purposes while maintaining privacy. 

2) Limitations: 
Complexity and Adoption Challenges: 

• Implementing fine-grained access control and 
integrating it with blockchain and IoT systems may be 
complex, requiring significant technical expertise and 
resources. 

• Adoption challenges may arise due to the need for 
healthcare organizations to adapt their existing systems 
and processes to incorporate the new access control 
mechanisms. 

Scalability and Performance Concerns: 

• As the volume of patient data and the number of users 
grow, the scalability and performance of the access 
control system may be tested. 

• Efficient key management, attribute revocation, and 
policy updates become crucial to maintain the system's 
responsiveness and effectiveness. 

Regulatory Compliance and Emergency Access: 

• Ensuring compliance with various healthcare data 
privacy regulations, such as HIPAA, while 
implementing granular access control can be 
challenging. 

• Balancing the need for strict access control with the 
requirement for emergency access to patient data in 
critical situations is a complex issue that needs to be 
carefully addressed. 

3) Significance: 
Advancing Patient-Centric Healthcare: 

• The patient data access control mechanism proposed in 
the patent promotes a patient-centric approach to 
healthcare data management. 

• It empowers patients to have greater control over their 
personal health information, aligning with the shift 
towards patient-centered care models. 

Enabling Secure Data Sharing and Collaboration: 

• The fine-grained access control system facilitates 
secure sharing of patient data among authorized 
healthcare stakeholders, fostering collaboration and 
improving care coordination. 

• It enables researchers to access anon patient data for 
medical research while maintaining patient privacy. 

Driving Innovation in Healthcare Security: 

• The integration of blockchain, IoT, and attribute-based 
encryption for patient data access control represents an 
innovative approach to healthcare data security. 
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• It showcases the potential of leveraging emerging 
technologies to address the critical challenges of data 
privacy, security, and patient empowerment in the 
digital health era. 

E. Remote Diagnosis, Data Sharing, and Data Transaction 

Functions 

The remote diagnosis, data sharing, and data transaction 
functions offer significant benefits in terms of improving access 
to healthcare, enhancing data sharing and collaboration, and 
enabling efficient data transactions. However, there are 
limitations related to technical challenges, data security and 
privacy concerns, and adoption and integration issues that need 
to be addressed.  

1) Benefits: 
Improved Access to Healthcare: 

• Remote diagnosis enables patients to receive medical 
consultations and diagnoses from the comfort of their 
homes, reducing the need for in-person visits. 

• This is particularly beneficial for patients in rural areas, 
elderly patients, or those with mobility issues who may 
have difficulty accessing traditional healthcare 
facilities. 

• Remote monitoring allows for continuous tracking of 
patient health data, enabling early detection and 
intervention of potential health issues. 

Enhanced Data Sharing and Collaboration: 

• The system facilitates secure sharing of healthcare data 
among authorized parties, such as healthcare providers, 
researchers, and insurers. 

• Blockchain technology ensures the integrity, 
confidentiality, and auditability of shared data. 

• Improved data sharing promotes collaboration and 
enables more informed decision-making in patient 
care. 

Efficient Data Transactions: 

• The system enables efficient and secure data 
transactions between various stakeholders in the 
healthcare ecosystem. 

• Smart contracts can automate data access and sharing 
processes, reducing administrative overhead and 
improving efficiency. 

• Secure transactions help maintain patient privacy while 
enabling authorized access for legitimate purposes. 

2) Limitations: 
Technical Challenges: 

• Implementing remote diagnosis and monitoring may 
require specialized equipment and reliable internet 
connectivity, which can be a challenge in certain areas. 

• Integrating IoT devices and ensuring interoperability 
with existing healthcare systems can be complex. 

• Handling large volumes of data generated by IoT 
devices and ensuring real-time processing and analysis 
can be technically demanding. 

Data Security and Privacy Concerns: 

• Sharing sensitive healthcare data raises concerns about 
data security and patient privacy. 

• Robust security measures, such as encryption and 
access control mechanisms, need to be implemented to 
prevent unauthorized access and data breaches. 

• Compliance with data protection regulations adds 
complexity to the system design and implementation. 

Adoption and Integration Challenges: 

• Adopting remote diagnosis and monitoring 
technologies may require significant changes to 
existing healthcare workflows and processes. 

• Healthcare providers may need training and support to 
effectively use the new technologies and interpret the 
data generated. 

• Integrating the system with existing electronic health 
record (EHR) systems and ensuring seamless data 
exchange can be challenging. 

3) Significance: 
Transforming Healthcare Delivery: 

Remote diagnosis, data sharing, and data transaction 
functions have the potential to transform healthcare delivery by 
making it more accessible, efficient, and patient-centric.  

These technologies enable a shift towards proactive and 
preventive care, reducing the burden on healthcare facilities and 
improving patient outcomes. 

Advancing Personalized Medicine: 

• The continuous monitoring and analysis of patient data 
through remote monitoring enables the delivery of 
personalized and targeted interventions. 

• Healthcare providers can tailor treatment plans based 
on individual patient needs and responses, leading to 
more effective and efficient care. 

Enabling Data-Driven Healthcare: 

• System generates a wealth of healthcare data that can 
be leveraged for research, analytics, and decision 
support. 

• Analyzing aggregated and anonymized patient data can 
lead to insights into disease patterns, treatment 
effectiveness, and population health trends. 

• Data-driven approaches can inform healthcare policies, 
resource allocation, and the development of new 
therapies and interventions. 
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